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Figure I: The Global Risks Landscape 2019
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Fonte: https://www.weforum.org/ag
we-need-to-address-about-internati



ZO/IO ‘ Stuxnet KIM ZETTER SECURITY 11.03.14 06:30 AM

AN UNPRECEDENTED LOOR AT
STUNNET, THE WORLD'S FIRST
DIGITAL WEAPON

= o Stuxnetatacou Natanz, uma planta nucleardo Ira

= depois que se alastrou, afetou computadores em diversos lugares do mundo
= consideradaa primeiraarma cibernética

= motivacao politica

= acirrou o conflito geopoliticoentre Estados Unidos, Israel e Ira

Fontes: Schneier, B. (2018). Click Here to Kill Everybody: Security and Survivalin a Hyper-Connected World
https://www.wired.com/2014/11/countdown-to-zero-day-stuxnet/ 7. tecnoAtiva



VEP - Vulnerability Equity Process

THE CYBER SECURITY PROJECT

|0 MusT READ: Australia reveals rules for keeping vulnerabilities secret

Government's Role ASD reveals rules for keeping
n Vulnerablllty vulnerabilities secret

|}
D I sc I Os u re When Australia's signals intelligence agency finds a cybersecurity vulnerability, it discloses it -- except in a few

cases where it might help fulfil a “critical intelligence requirement”,

Creating a Permanent and Accountable
Vulnerability Equities Process

e Equities process

Rob Knake Publication of the UK’s process for how we handle vulnerabilities.

° " oo > INationaI Cyber
- %g .
i | Security Centre

29 November 2018

% HARVARD Kennedy School PAPER
BELFER CENTER JUNE 2016

for Science and International Affairs
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Bug Bounty Program’s | Programa de Recompensa de Bug

NETWORKS / CYBER, THREATS

Hack Us, Please: DoD Opens Webhsites To ‘'White Hat’
Hackers

Registered eligible participants 3
Total reports received 476

‘‘‘‘‘‘

BY THE NUMBERS

AIR, INTEL & CYBER

Hack Us, Please: Air Force Pays $130K In
‘Bug Bounties’ Under Obama Program

https://breakingdefense.com/2017/08/hack-us-please-air-force-pays-130k-in-bug-bounties-under-obama-program/

https://breakingdefense.com/2016/11/hack-us-please-dod-opens-up-all- https://www.hackerone.com/blog/Hack-The-Army-Results-Are-In
websites-to-white-hat-hackers/
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ANDY GREENBERG SECURITY 12.19.17 02:33 PM

2017 | Wannacry HOLD NORTH KOREA
ACCOUNTABLE FOR WANNACRY
—AND TIE NSA. TO0

= 0s Estados Unidos responsabilizaram a Coréia do Norte
= 0 Wannacry usa uma arma cibernética que vasou do NSA

= 0 NHS registrou 19 mil cancelamentos em uma semana
gerando um prejuizo de £ 20 milhdes

= avulnerabilidade que foi explorada ja tinha uma correcao disponivel

Fontes: Schneier, B. (2018). Click Here to Kill Everybody: Security and Survivalin a Hyper-Connected World

https://www.wired.com/story/korea-accountable-wannacry-nsa-eternal-blue/ca 7. tecnoAtiva
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VEP - Vulnerability Equity Process

VULNERABILITIES / THREATS

How the US Chooses Which Zero-
Day Vulnerabilities to Stockpile

When it comes to acceptable circumstanc
of zero-days, the new Vulnerabilities Equi

A g

Ricardo Arroyo

accountability practice security advocate Tme 10 1’0"( EU rope Qnd The
Vulnerability Equities Process

Cominentary

by Teodora Delcheva & Ste-
Jfan Soesanto
21st March, 2018

CYBERSECURITY

The Future of Vulnerabilities Equities Processes Around the World

By Sven Herpig, Ari Schwartz  Friday, January 4, 2019, 12:30 PM

(wY £} supPoORT
Hard National Security Choices I AWFARE
TOPICS HOME REVIEWS FOREIGN POLICY ESSAY AEGIS OMPHALOS PRIVACY PARADOX DAYZERO SPECIAL FEATURES MORE Q

Q== v

https://www.lawfareblog.com/future-vulnerabilities-equities-processe

s-around-world
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Desafio para hackers: vocé consegue
invadir um Tesla Model 3?

O desafio é parte do evento Pwn20wn Vancouver, com prémios milionarios. E tudo
legal e combinado com a Tesla. O primeiro a conseguir leva um Tesla para casa

Da Redacao
17/01/2019 as 9h18

quais
desafiosde
seguranca cibernética
aloTtrara?

Fonte: https://pcworld.com.br/desafio-para-hackers-voce-consegue-invadir-um-tesla-model-3/ 7.5 tecnoAtiva



Quais desafios de
segurancacibernética

IBM Research  Research areas v  Work withus v Aboutus v  Blog

a Internet dos Corpos
(loB) trara ?

Internet of the Body Platform  feedback

Fonte: https://researcher.watson.ibm.com/researcher/view_group.php?id=10008
Body Area Network

= definida pelo IEEE 802.15
= dispositivos que operam sobre, dentro e no entorno do corpo humano,

"  porém nao limitado ao corpo humano

" gue servira a uma variedade de aplicacoes
inclusive médicas, de consumo, de entretenimento, entre outras

A Ativa



= “Collectitall”
Keith Alexander, diretor da National Security Agency (NSA)

= programa de vigilancia global das agencias de inteligénciaamericanas e britanicas

= acessodiretoda NSA e FBI aos servidores da Microsoft, Google, Facebook, Apple, Skype,
Youtube, Yahoo

= escutatelefonicade varios lideres globais

= vigilanciaem massada populacaoamericanaatravés do monitoramento do trafegodas
companhiasde telecomunicacao

Fonte: https://www.theguardian.com/commentisfree/2013/jul/15/crux-nsa-collect-it-all ¢:> tecnoAtiva



2015 | Estratégia de Seguranca Cibernética do Governo Obama

NSA director defends plan to maintain
'backdoors’ into technology companies

" Roge 'S CoOns I d eran eceSSé r|0 um CO nJ u nto Mike Rogers mounts elaborate defense of Obama’s cybersecurity
. . 7y o strategy and seeks to calm doubts about built-in access to
de tecnologias, leis e politicas para companies’ data
combater crimes cibernéticos e evitar os

ataques terroristas

= as empresas ponderam que nao tém
como manter um backdoor para o
governo sem comprometer a seguranca
comoum todo

A NSA director Mike Rogers speaks about cyber security at the New America Foundations cyber security in
Washington on Monday. Photograph: Mark Wilson/Getty Images

Fonte: https://www.theguardian.com/us-news/2015/feb/23/nsa-director-defends-backdoors-into-technology-companies 7.5 tecnoAtiva



Combate ao Crime Cibernético

Hacker Alex Bessell jailed for cyber crime
o .. Russian Gets 12 Years In U.S. For Role In offences
| Credit-Card Hacking Scheme © 18 January 2018 f © W [ <« Share

Vladimir Drinkman

Invadiu a rede de 16 empresas, including 7-Eleven,
Carrefour, JC Penney e JetBlue Airways gerando
maiS de US$3OO m”hées de prejuizo_ A computer hacker has been jailed for two years for committing thousands of

cyber crimes, including attacks on Google and Skype.

Alex Bessell was arrested after an investigation by West Midlands Police

Fontes: https://www.rferl.org/a/convicted-computer-hacker-drinkman-gets-12-year-jail-role-credit-car-hacking-scheme/29040879.html
https://www.bbc.com/news/uk-england-42733638 s fecno



Combate ao Crime Cibernético

TOCANTINS _ €9

HANGUERA

£ )POLICIA CIVIL :
%%/ 50 DISTRITO FEDERAL PF prende hackers suspeitos de

desviar R$10 milhoes de contas e

Inicio Institucional v Unidades Policiais v Imprensa v Servigos v Iava r di n hei ro até com moedas
Vocé esta aqui: / Inicio/ Noticias/ PCDF deflagra Operagao E-commerce 2 vi rtuais
= Grupo agia no Tocantins e em mais trés estados. Investigacdes apontam gue grupo mantinha alto
PC DF deﬂag ra Operagao E-Com merce 2 padrdo de vida e usava empresas de fachada para movimentar valores desviados.

Terga, 19 Marco 2019 15:17
Por G1 Tocantins
21/03/2018 07h11 - Atualizado h4 um ano

B v O @0 @

O grupo utilizava site de comércio

virtual para consumar a pratica dos . s Z
crimes 6 chegou a movimentar cerca | | Maior hacker do Sul do Brasil € preso em

de R$ 12 milhdes em um ano. apartamento de luxo em Balneario Camboriu

Rodines Miranda Peres ja teria roubado mais
crimes virtuais

REDAGAO ND, FLORIANOPOLIS
22/02/2017 AS 11H52

Fontes: https://www.pcdf.df.gov.br/noticias/8484/pcdf-deflagra-operacao-e-commerce-2
https://g1.globo.com/to/tocantins/noticia/pf-faz-operacao-contra-hackers-no-tocantins-e-em-mais-tres-estados.ghtml U A =
https://ndonline.com.br/noticias/maior-hacker-do-sul-do-brasil-e-preso-em-apartamento-de-luxo-em-balneario-camboriu/ -» tecnoAtiva



2015 | O Problema “Going Dark”

= odilema da criptografia

= acriptografiaé padrao em alguns
servicos de comunicagao e
dispositivos usados atualmente

Joint Statement with Deputy Attorney General Sally Quillian Yates Before the Senate Judiciary Committee
Washington, D.C.
July 8, 2015

Going Dark: Encryption, Technology, and the Balances " oFBl J ustifica a necessidade de ter

Between Public Safety and Privacy acesso a estas inform agf‘)es para
combater o crime organizado, os
ataques terroristas e promover a
seguranca nacional

Fonte: https://www.fbi.gov/news/testimony/going-dark-encryption-
technology-and-the-balances-between-public-safety-and-privacy - fecno



2018 | Declarag¢aode Principios sobre Acesso a Evidéncia e Criptografia
sl IE=IZEE / QUINTET MEETING

THeTRALIL 2018 of Attorneys-General

FIVE COUNTRY

MINISTERIAL

= Alianca Five Eyes
US, Canada, UK, Australia, NZ

Y -s"‘,-“";%
Schneier on Security ﬁ = “but privacy is not absolute”

Blog Newsletter Books Essays News Talks Academic About Me

= “The Governments of the Five Eyes

Blog > . o

_ ] encourage informationand
Five-Eyes Intelligence Services Choose Surveillance Over i ) i
Security communications technology service
The Five Eyes -- the intelligence consortium of the rich English-speaking countries (the US, Canada, prov|ders to VO | u nta rl |y esta bhsh
the UK, Australia, and New Zealand) -- have issued a "Statement of Principles on Access to Evider?ce i .
::g Err;\clzz;;lﬂ" where they claim their needs for surveillance outweigh everyone's needs for security |anU | a CCGSS SO | UtIO nS tO thel r

products and services that they
create or operate in our countries.”

Fontes: https://www.schneier.com/blog/archives/2018/09/five-eyes_intel.html
https://www.ag.gov.au/About/CommitteesandCouncils/Documents/joint-statement-principles-access-evidence.pdf s tecno



TECH ot
ACCORD

CYBERSECURITY TECH ACCORD

Our Commitment Policies & RFls Webinars Events Contact

= acordo de +100 empresas globais

" promover um mundo on-line mais seguro

= colaboracao entre empresas de tecnologia globais
" proteger clientes e usuarios

" ajuda-los a se defender contra ameacas maliciosas

https://cybertechaccord.org/ 7.5 tecnoAtiva



T E c H About Our Commitment Policies & RFls Webinars Events Contact

ACCORD

CYBERSECURITY TECH ACCORD

1. WE WILL PROTECT ALL OF OUR USERS AND CUSTOMERS EVERYWHERE.

e We will strive to protect all our users and customers from cyberattacks — whether an individual,
organization or government — irrespective of their technical acumen, culture or location, or the
motives of the attacker, whether criminal or|geopolitical.

2. WE WILL OPPOSE CYBERATTACKS ON INNOCENT CITIZENS AND ENTERPRISES FROM ANYWHERE.

o We will protect against tampering with and exploitation of technology products and services
during their development, design, distribution and use.
o We will not help governments launch cyberattacks against innocent citizens and enterprises from
[ anywhere. ]

https://cybertechaccord.org/ 7.5 tecnoAtiva



TECH

About Our Commitment Policies & RFls Webinars Events Contact
ACCORD

CYBERSECURITY TECH ACCORD

ABB « ALITER « ANCHORFREE « ANOMALI+ ARM « ATLASSIAN « AVAST « BALASYS «
BILLENNIUM - BINARY HOUSE - BITDEFENDER « BT « CAPGEMINI - CARBON BLACK »
CISCO« CLOUDFLARE - COGNIZANT - CONTRAST SECURITY - CYBER SERVICES -
DATASTAX « DELL - DOCUSIGN « DOMAIN TOOLS « EBRC « ENTEL « ESET « EYEQ »
FACEBOOK « FASTLY « FIREEYE « FLOWMON NETWORKS « FRACTAL INDUSTRIES « F-
SECURE « G DATA « GIGAMON « GITHUB « GITLAB » GLOBANT « GREYCORTEX »
GUARDTIME « HITACHI « HP INC« HPE « IMPERVA « INTEGRITY PARTNERS « INTUIT »
JUNIPER NETWORKS « KOOLSPAN « KPN « LINKEDIN « LIREX « MARK MONITOR »
MEDIAPRO - MERCADO LIBRE « MICROSOFT « NIELSEN « NOKIA « NORTHWAVE « NTT
» ORACLE - ORANGE + PALADION « PANASONIC « PANDA - PERCIPIENT.AI « PREDICA
» ROCKWELL AUTOMATION « RSA « SAFETICA « SALESFORCE « SAP - SECUCLOUD -
SILENT BREACH » SONDA « STACKPATH » STRIPE « STRONG CONNEXIONS «
SWISSCOM - TAD GROUP « TANIUM - TELECOM ITALIA» TELEFONICA« TELELINK »
TENABLE - THREATMODELER SOFTWARE INC - TREND MICRO - UNISYS « VMWARE -

VU SECURITY « WISEKEY



Capitalismo de Vigilancia

THE AGE OF
SURVEILLANCE
CAPITALISM

THE FIGHT FOR A
HUMAN FUTURE

= arquiteturadigital onipresente que prevé e controla o comportamentohumano | ... .

. . . o ~ SHOSHANA
= 3sprincipaisempresas neste cenario sao Google e Facebook I BAEE
= capturaa experiéncia pessoal privada, transformaem dados, e atravésda

inteligéncia artificial, traca os perfis psicologicos, faz previsoes e influénciao
comportamento das pessoas

= tem pouca resisténcia da sociedade e nao tem regulamentacao adequada para
evitar os excessos

Fontes: Zuboff, S. (2018). The Age of Surveillance Capitalism:The Fight for a Human Future at the New Frontier of Power
7.5 tecnoAtiva



2016 | Pokemon GO Pokémon Go was awarning about

the rise of surveillance capitalism

= experimento social com uso de realidade
aumentada

= influenciou as acdes nao s6 ho mundo
virtual mas também no mundo fisico

= coletouum enorme volume de dados

= |ojas, bares e restaurantes pagaram para
que os Pokemons aparecessem em seus
estabelecimentos para atrair clientes

Fontes: Zuboff, S. (2018). The Age of Surveillance Capitalism:The Fight for a Human Future at the New Frontier of Power
https://www.wired.co.uk/article/the-age-of-surveillance-capitalism-facebook-shoshana-zuboff 7.5 tecnoAtiva



Inteligéncia artificial e vigilancia cibernética:
previsao e influéncia do comportamento humano

Governos e organizacoesvao lhe conhecer melhor do que vocé mesm@

Fonte: https://www.theguardian.com/books/2018/sep/14/yuval-noah-harari-the-new-threat-to-liberal-democracy 7.5 tecnoAtiva



O Escandalo da Cambridge Analytica

Cambridge
Analytica

cientista de dados criou uma ferramenta de guerra psicologica
para a Cambridge Analytica

trabalhou para o referendo do Brexit
para o Reino Unido sair da Uniao Européia

W, . o ‘Imade Steve Bannon’s
tracou o perfil psicoldgico e politico de 50 milhdes de psychological warfare

tool’: meet the data war

americanos a partir dos dados do Facebook T N

trabalhou para a campanha eleitoral de Donald Trump em 2016
a Cambridge Analytica fechou depois do escandalo

Os Estados Unidos e a Inglaterra estao investigando estes casos

Fonte: https://www.theguardian.com/news/2018/mar/17/data-war-whistleblower-christopher-wylie-faceook-nix-bannon-trump 7.5 tecnoAtiva



O Escandalo da Cambridge Analytica

= ELPAIS ECONOMIA

EUA multam Facebook em 5 bilhoes de dolares por violar
privacidade dos usuarios

Empresa € punida com multa recorde pelo vazamento de dados no caso Cambridge Analytica

https://brasil.elpais.com/brasil/2019/07/12/economia/1562962870 283549.html ¢:> tecnoAtiva



Privacy is a human right, we need a GDPR
for the world: Microsoft CEO

Satya Nadella talks about the promise and pitfalls of tech at Davos Image: World Economic Forum

24 Jan 2019 This article is part of the World Economic Forum Annual Meeting



A 42 Revolucao Industrial nao vai mudar apenas o que fazemos, vai mudar quem somos.

Yuval Harari
Hackable humans and digital dictators: Q&A with Yuval Harari | Al Jazera

Fonte: https://www.aljazeera.com/indepth/features/hackable-humans-digital-dictators-ga-yuval-noah-harari-180824095306982.html 7.5 tecnoAtiva
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